HH@popmanmoHHaA NaMATKA /I O0yUAIOUIMXCA /14 pa3MelleHus
Ha o(puuHaabHbIX HHTEpHeET-pecypcax

C KOKABIM TOZIOM MOJIOZIEXKH B MHTEPHETE CTAHOBUTHCA GOJIBIIE, A ITKOABHIKI OTHU U3
caMbIX aKTHBHBIX [TOJIb30BaTeNel PyHeTta, Mexay TeM, TOMHMO OTPOMHOT0 KOJMYECTBA
BO3MOXXHOCTe!, HHTEPHET HeceT M NpoOyeMBl. ITa IIaMATKA AQ/DKHA IIOMOYL Tebe
Ge30macHO HAXOOHUTBCA B CETH.

KoMIIprOTE pHEIE BUPYCHI

KoMnerooTepHBII BHpYC - 3TO PasHOBHAHOCTE  KOMIIBIOTEDHBIX INIPOTpaMM,
OT/IMYMTEIBHON OCOBEHHOCTBI0 KOTOPOU SBJIAETCA CIIOCOOHOCTE K PA3MHOKEHMIO. B
JOTIONIHEHHEe K 3TOMY, BHDYCBI MOLYT TMOBPeAUTb WJH MMOJHOCTBIO YHHYUTOXKHUTE BCe
alfinbl M AAQHHBIE, IOAKOHTPOJbHBIE IIOJIB30BATENI0, OT HMMEHM KOTOporo ObuIa
BAIyIEHA 3apakKE€HHAA IIPOrpaMMa, d TAKKE IIOBPEAWTb WM JaXKe YHHUYITOXUTD
ONepaLHOHHYI0 CHUCTEMY CO BceMH aitmaMu B LeqoM. B GoOJBIIMHCTBE C/IYHaeR
PacIpOCTPaHAKTCA BUPYCHL Yepe3 HHTePHET.

MeToZBI 3a1LIHUTEL OT BPEAOHOCHBIX [TPOTpaMM:

1. HC]’IOJ’IBSyﬁ COBPEMCEHHEIC OIIEPALFOHHBIE CHCTEMBI, HMCIOIIIHC CepbéSHbIﬁ YPOBCHE
3aIllUTEL OT BpCAOHOCHBIX [TPOTPaMM;

2. ITocToAHHO ycTaHaBAMBAH nayTH (UMQPOBBIE 3aIIATKH, KOTOPBIE aBTOMATHYECKU
VCTAaHABJAMBAKOTCA C LeJablo A0pabTKU IMporpaMMBI) M ApYrHe OOHOBJIEHUS CBOEH
OIIEPALTMOHHON cuCTeMbl. CKAUMBAM MX TOJIBKO ¢ OUITMAIBHOTO caiiTa paspadoTumka
OC. Ecin cyliiecTByeT pesKHM aBTOMaTHHMeCKOro 00HOBJIEHMs, BKIIIOYHN €ro;

3. PaboTal Ha ¢CBOEM KOMIIBIOTEPE IO/ MIPABAMU IIOJIL30BATEA, 4 HE aAMUHHCTPATOPA.
ITO He TI03BOJIHUT OOJIBLIMHCTBY BPEAOHOCHBIX IIPOrPAMM MHCTAIIMPOBATLCA Ha TBOEM
IIePCOHANTBHOM KOMIIBIOTEDE;

4. Vcnons3yii aHTUBUPYCHBIE TIPOrPAMMHBIE TTPOAYKTBI M3BECTHHIX TIPOM3BOAUTENEN, ¢
ABTOMATHUYECKHUM 00HOBIeHUEM Ha3s;

5. OrpaHyyb GU3MHECKH JOCTYTI K KOMIBIOTEPY AJIs TOCTOPOHHMX JINLI;

6. Vcniosib3yt BHELIHHE HOCHTENIN MHGOPMALIMY, TaKKie Kak Quielka, AUCK WK (ai
M3 HHTEPHETA, TOJIbKO U3 NpodepeHHBIX HCTOYHNUKOB;

7. He oTKpBIBa#fl KOMIBIOTEPHBIE (haf/BL, MOJAYUEHHBIE M3 HEHAMEKHBIX HMCTOYHHKOB.
Hasxe Te (afiyibl, KOTOPBIE IIPHC/AJ TBOM 3HAKOMBIE, JIyUIlle YTOUHM Y HEro, OTIIPaBJIA
Jiu OH Tebe MX.

Cetu WI-FI

Wi-Fi - 370 He BHZ NepeJauyu AaHHBIX, He TEXHOJOTHA, a Bcero JaMIIb OpenA, Mapka.
Eme B 1991 roy HUAEPJIAHACKAS KOMIIQHUA 3apervcTprpoana Opera « WECA», urto
ofosHauano cimoBocoueraHue «Wireless Fidelity», KoTopelfi mnepeBomuTca Kak
«BecrIpoBOAgHAs TOUHOCTbY.

Jo Hamlerc BpeMeHM JollIa Apyrad ab0peBHaTypa, KOTOpas ABAAETCA TaKoH ke
TexHoJIoTHeH. ITo abbpeBHaTypa «Wi-Fi». Takoe HazBaHue OBLIO HAHO ¢ HAMEKOM Ha
CTAH/JAPT BBICIIHMHA 3BYKOBOM TexHukM Hi-Fi, 4r0 B mepeBose 03HAYAET «BBICOKAA
TOYHOCTB».



Ja, GecrIaTHBIM MHTEPHET-AOCTYII B Kade, OTeIAX U a3POIIOPTaxX ABAAETCA OTIMIHOH
BO3MO/KHOCTBIO BBIXOZQ B HHTepHeT. HO MHOrMe B3KCIIePTBI CUHTAKOT, UTO
obmemoctynabe Wi-Fi ceTt He ABIAIOTCS 6€301aCHBIMIAL.

CoBeTnl 10 6e301acHOCTH paboTe B 0611Ie JOCTYTIHBIX ceTaxX Wi-fi;

1. He mepemaBail cBOK JIMUHYK HH(pOpMAIM© udepe3 obmenoctyrnaele Wi-Fi ceri.
PafoTas B HIX, KeJaTeJbHO HE BBOAUTD [TAPOJIH JOCTYIIA, JIOTHHEI M KaKHe-TO HOMEPa;

2. Menone3yit 1 0OHOB/IAH AaHTHBHPYCHBIE IPOrPaMMEI U OpaHaMayep. TeM CaMbIM TEI
obezonacuib ceba OT 3aKauki BUPYca Ha TBOE YCTPOHCTRO;

3. IIpm mcnosszoBanmm Wi-Fi otkmoun dyaxkmmo «O6mmit goctyn k dariam u
npuHTepaM». JaHHaA (YHKUMA 3aKpeITa 10 YMOJIYAHMIO, OOHAKO HEKOTOpBIE
IIOJTB30BATEIH AKTUBUPYIOT €€ /1A yA00CTEA HCIIOIB30BAHMA B paboTe win yuede;

4. He ucnonsayi nybmransiit WI-FI as1s nepenayy JHYHBIX JAHHBIX, HAIIPUMED AJIs
BBIXOZ]A B COITMAJIBHBIE CETH WJIH B JJIEKTPOHHYIO IIOYTY;

5. nosawp3yil TOABKO 3alluieHHoe coeguHeHue depes HTTPS, a ve HTTP, t.e. npu
Habope Beb-anpeca BBOAYM HMeHHO «https://»;

6. B wMobunpHOM TenedoHe oTKmMoUM  GyHKUMBO «IloawmioueHne K Wi-Fi
aBTOMATHYECKH»., He [OIyckal aBTOMAaTHIECKOTO MOAKIIOYEHUA YCTPOKCTBA K CETAM
Wi-Fi 6e3 TBOEro cornacus.

ColMasibHBIE CeTH

CorpasibHBIE CETH aKTHBHO BXOZAT B HAIIY *KU3Hb, MHOTHE JIOAM PAbOTAIOT U KUBYT
TaM IIOCTOAHHO, a B Facebook yxe 3aperucTpupoBan MUu/UTHAP YeIOBEK, UTO ABIAETCA
OZHOH ceAbMOI BeeX :KUTesel MaHeThl. MHOTMe IMOJIB30BaTeNN He IOHUMAIOT, UTO
nHOpPMAIMA, pasMeIleHHad MMH B COIMAJIBHBIX CETAX, MOXeT OBITh HaijeHa u
HCIIOIB30BaHA KeM YTOAHO, B TOM YHCJIE He 00A3aTeNIBHO ¢ 61aruMH HaMepeHUAMH.

OCHOBHBIE COBETHI 110 HE30IIACHOCTH B COITHAJIBHBIX CETAX:

1. OrpaHyub CIIUCOK Apyseil. ¥V Tebsa B ApY3bAX He AOKHO OBITH CAy4allHBIX U
HE3HAKOMBIX JIIOJIEH;

2. 3amuiuail CBOXO YaCTHYIO 'KHM3Hb. He ykaswiBali maposu, TenedoHEl, agpeca, AaTy
TBOETO POXKIAEHUSA U JAPYIYE JIHYHYKD HWHOOPMAIUK. 3JIOYMBIIIIEHHUKA MOTYT
HCIOJIB30BaTh Jake WHOOPMALIMIO O TOM, KaK THl M TBOHM POOUTENM I[LIAHHpYETE
ITPOBECTH KAaHHUKYJ/IBI;

3. 3amuiai CBOX pemnyTalUio - AeP:KH ee B UHCTOTe U 334aBaii cebe BOIIPOC: XOTeN OBl
TBI, UTOOBI APYTHE IIOJIb30BATEMN BUAEM, UYTO THI 3arpyxaemb? [logyMmait, mpexie uem
YTO-TO ONYDJAHKOBAaTh, HANIKCATh K 3arPY3HUTh;

4. Ecaiy TBI TOBOPHIIE ¢ JIDABMHY, KOTOPBIX HE 3HAEIb, HE UCIIOVIb3YH CBOE PEALHOE
HMsA 1 APYTYIO JINHUHYI0 HHGOPMALHH: HMs, MeCTO JKUTENbCTBA, MECTO YUeOhI 1 ITpotiee;

5. Usberant pasmemnienns pororpadrini B UHTepHETE, re TH N300pakeH Ha MECTHOCTH,
I10 KOTOPOH MOKHO OIIPEeZesIUTE TBOE MECTOIIONOKEHMUE;

6. [Tpu perucTpanyyl B COMAIBLHOH CETH HEOOX0UMO UCIIOIB30BATE CIIQKHBIE TTAPOJIH,
cocToALIHe U3 OYKB M LGP U ¢ KOJUYEeCTBOM 3HAKOB He MeHee 8;



7. JIJI COIUAMIBHOM CETH, IIOUTHI U APYTHX CAUTOB HEOOXOANMO HCIIOIB30BATh PA3HEIE
nmapoau. Torga ecsau Tebsa B3JIOMAIOT, TO 3MOYMBILIIEHHUKH TIOJAYYAT JOCTYII TOJBKO K
OJHOMY MECTY, a HE BO BCe CPa3y.

BJIEKTPOHHble ACHBI'Y

DJIEKTPOHHBIE JEHBIM — 3TO OUEHb YAO0OHBIA CrIocod MIIATeXer, OJHAKO CYIIEeCTEYVIOT
MOLIEHHHMKH, KOTOPBIE XOTAT TOJYIUTE 9TH A€HBTH.

SJIBKTPOHHBIB JC€HBI'YI IIOABHIYICH COBCEM HEAABHO M HMEHHO H3-34 3TOI'O BO MHOI'HIX
rocyaapcCTeax A0 CHUX I1IOP HE [TIPOIIHCAHO ITPO HHX B 3dKOHAaX.

B Poccun xe OHU (DYHKIIHMOHUPYIOT W O HUX YK€ MPOIMCAHO B 3aKOHE, TAE HUX
pa3desiAloT HAa HECKOJIBKO BUAOB - AaHOHUMHBIE U He aHOHHUMHBIE, Pa3HHUIA B TOM, YTO
AHOHUMHBIE - 3TO Te, B KOTOPBIX pAa3peIraeTcs IIPOBOAUTL oOmepanmn  0es3
UAEHTU(OUKALIMKY [T0JB30BATENA, 4 B HEAHOHUMHBIX HACHTUGUKALINU ITOJB30BATENS
ABIAETCA 00A3aTEIBHOM.

Takke caefyeT pasavyaTh JIEKTPOHHBIE (PUATHBIE AeHBIH (PAaBHBI FOCYAAPCTBEHHBIM
BJIIOTaM) ¥ JIEKTPOHHBIE He(pUaTHBIE IEHBIU (He PABHBI TOCYAAPCTBEHHEIM BAJIIOTAM).

OCHOBHBIE COBETHI [T0 Be30TacHOH pa60're C JICKTPOHHBIMHU ACHBI'aMH.

1. [IpuBsxy k cueTy MOGHIBHBIN TeneoH. ITO CaMbi yAOOHBIN U OBICTPBIH CIOCO0
BOCCTAHOBUTBE JOCTYTI K cueTy. [IpHBA3aHHbI TemedoH MOMOKeT, ecan 3a0yaellsb CBO
IJIATEXKHBIM TAPOJIb WX 3aH/IeITh HA CAUT ¢ HE3HAKOMOTO YCTPONUCTBA;

2. HMcrmone3yii ogHOpa30Bble Mapoau. Ilocae mepexofa Ha YCWIEHHYIO aBTOPH3ALIMIO
tebe yoxe He OYZET yTposkaTh OACHOCTD KPAXKU WK ITEPEXBATA TUIATEKHOTO APOJIA;

3. Belbepu csIOKHBIM mapoab. IIlpecTymiHMKaM OyAeT He IPOCTO VraAaTk CJOMKHBIH
maposab. HazexHple mapoan — 3TO Maposy, KOTOPEIE COAep:KaT He MeHee 8 3HAKOE U
BKJIFOYAIOT B ceOs CTPOYHBIE M IPOMHCHBIE OVKBBI, UMD U HECKOJBKO CHMBOJIOB,
TaKMe KAK 3HaK 0JUIapa, PYHTA, BOCKIUIATEILHEIN 3HAK | T.IT. Harmprmep, StROng!;;

4. He BBOAM CBOM JIMMHBIE JAHHBIE Ha cafiTaX, KOTOPEIM He JOBepsellb.
DNEKTPOHHAA TIOHTA

DJIEKTPOHHAA TIOUTa — HTO TEXHOJIOTHA U IIPENOCTARIIsAEMELE €10 YCAYTH I10 TIEPeCchLIKe
Y TIOJIYYEHUK) JJIEKTPOHHBIX COOBIIEHI, KOTOPHIE PACHPEENAIOTCA B KOMITBIOTEPHOH
ceTH. OOBIMHO 3JIEKTPOHHBIH [TOYUTOBBIH AMMK BBINIAUT CAeAYIOIKNM 06pasoMm:
VIMA__TOJIB30BATEIA@UMSA_IOMEHA, TaKKe KPOMe IIePeIayui IPOCTOrO TEKCTA, UMEETCS
BO3MOKHOCTB IlepeaBaTh (haiibl.

OCHOBHBIE COBETHI 10 6e301acHON paboTe ¢ ITEKTPOHHOH ITOUTOH:

1. Hago BeIOpaTh MpaBM/IBHBIN ITIOUTOBLIM CEPBUC. B MHTEpHETE €CTh OTPOMHBII BHIOOD
OeCIIaTHBIX ITOYTOBBIX CEPBHCOB, OHAKO JIVUINE JAOBEPATH T€M, KOTO 3HAENIb U KTO
[ePBBIM B peHATHHTE;

2. He ykazpiBall B JIMYHOU IIOYTE JIMUHYKO MHGOpManuw. Hampumep, syurie BHIOPATh
«MY3BbIKAJIBHBIF_(baHaT@ » WK «POK2013» BMecTo «TeMal3»;

3. Menoabssyi ABYXITAIIHYIO aBTOPH3ALHIO. ITO KOTZA IIOMUMO IIAPOJIA HYKHO BEOJUTD
KOJ, ITpHChIIaeMblii 1o SMS;



4. Beibepu COXKHBIH HAposab. g KOKAOTO MOYTOBOIO AIUKA AOUKEH OBITH CBOH
HaZle;KHBIA, YCTOMHHBLIH K B3/10MY [IaPOJIb;

5. Eciu eCTh BO3SMOKHOCTE HAIMCATh CAMOMY CBOM JIMYHBIA BOIIPOC, UCIOJB3VH ITY
BO3MO;KHOCTE;

6. Mcnonb3yii HECKOJIBKO IIOUTOBBIX AMUKOB. [IepBBIM A1 YACTHON NEPENyiCKUA C
agpecaTaMH, KOTOPBIM ThbI JOBEPAELb. ITO 3JIeKTPOHHBIM agpec He Haf0 UCIIONB30BaTh
IIPY PETHCTPALINH Ha POPYyMax U calTax;

7. He oTKpbIBail dafiyibl U APYTHE BJAOKEHUA B [THCbMAaxX Jake €M OHU NPHIIIH OT
TBOMIX ZIpy3eit. JIydlile yTOUHH ¥ HUX, OTIIPABJIAIM JIU OHM Tebe 3TH (ais;

8. Ilocre okOHYaHMA paboOThl Ha IIOYTOBOM CEpBHCE Iepel 3aKPBITHEM BKIAAKH C
caiTom He 3a6yb HAXKATh HAa « BRIATH».

Kr6epOy /IMHT U BUPTYaIbHOE U3AEBATEBCTBO

KuBepOysnuar — npecsesoBaHue COOOIIEHUAMM, COAEPKAIINMI  OCKOpOIIeHy,
arpeccHio, 3aIlyTHBaHHe; XYJIHTAaHCTBO; COLHaJBHOe OOHKOTHpOBaHME ¢ TIOMOIIBIO
PasJIMIHBIX HHTEPHET-CECPBHICOB.

OcHoBHBIE COBETHI IT0 Gopbbe ¢ KubepOyIIHHroOM:

1. He Opocatica B 6o. JIyumnii criocod: NMocoBeTOBATHCSA Kak cebs BeCTH U, ecJ HeT
TOT0, K KOMY MOKHO 00paTHUTLCA, TO BHAYAJIE YCIIOKOUTECA. ECIM ThI HaUHELIb OTBeYaTh
ockopbeHHAMHU Ha OCKOPOIEHNSA, TO TOJBKO eI1e G0JbIIIe PA30¥CKENh KOHGIIUKT;

2. VpasJai cBoel KubeppenyTaryed;

3. AHOHUMHOCTb B CETH MHKMas. Cy]lleCTBy]OT CITOCOOBI BBIACHHTB, KTO CTOHT 34
AHOHHWMHBIM dKKQYHTOM;

4. He cTOUT BeCTH Xy/IHUraHCKUH 00pas BUPTyalbHOHN KU3HU. HTepHET QUKCHpPYeET Bee
TBOU AEHCTBUA U COXPAHAET VX, ¥ JAJIUTh UX OyZeT KpariHe 3aTPYAHUTEHHO;

5. Cobmozait ceoif BUPTYaAbHYIO HECTE CMOJIOLY;

6. UrHOpupyH eIMHHYHBIN HeraTHB. OMHOPA30BBIE OCKOPOUTEIBHBIE COOOIIEHVA
JIydIlle UTHOPHPOBaTh. OOBIMHO arpecchis [peKpalaeTces Ha Ha4aabHOM CTaauM;

7. Ban arpeccopa. B mporpammax 0o6MeHa MIHOBEHHBIMH COOBIIEHUSAMM, B COLIMATIBHBIX
CETAX eCTb BO3MOKHOCTE GJIOKMPOBKU OTIIPABKH cOOOIIEHHE ¢ OllpeeeHHBIX aAPECOB;

8. Ecmn 1Bl cBuzmerens kubepOysumanra. TBOM AEUCTBUA: BBICTYIIUTH IIPOTHEB
mpec/efoBaTesIdA, II0KasaTb €My, HTO ero JAeHCTBUA OLEHHBAKOTCA HETaTHBHO,
IIOJUTEPKATE XKEPTBY, KOTOPOH Hy>KHA IICHXOJIOTHYIECKAA IIOMOIIb, COOOITUTE B3POC/IBIM
0 ¢akTe arpeccCHBHOTO TIOBEAEHUA B CETH.

Mo6unbHBIH TeneboH

CoBpeMeHHBIE CMapThOHBI M IVIAHLIETHI cozep:kaT B cefe BIIOJHE B3POCJBIH
(yHKIIMOHANM, W TeNeph OHM MOTYT KOHKYPUPOBATH CO  CTAUMOHAPHBIMU
KOMITBIOTEpaMU. OZHAKO, CPEACTB 3aLUTH] A7 NOA0OHEIX YCTPOHCTB IOKA OYeHb MaJo.
TecTHpoBaHME U MONCK YA3BUMOCTEHN B HUX IIPOUCXOAWT HE TAK UHTEHCUBHO, KaK JJId
ITK, To xe caMoe KacaeTcsa Y MOOKUIbHBIX [IPUIOKEHHI.



CoBpemennuble MOOMIBHBIE Opay3epbl ykKe IPAKTAYECKH JAOTHAJIM HACTOJbHEIE
aHaJIoOTH, OAHAKO paciuupeHHe QyHKUMOHAMA BIedeT 3a co00H GOMBIIYIO CIOKHOCTE 1
MEHBIIIYIO 3AIUIEHHOCTD.

Hasieko He BCe MMPOU3BOANUTE/IH BBHINNYCKAXOT 0OHOBJEHH, 3aKPHIBAOLIME KPHUTHYECKHE
YA3BUMOCTH JJIA CBOHX YCTPOMCTB.

OCHOBHBIE COBETHI /151 6e30IMacHOCTH MOOUJIBHOTO TeJIe(bOHaI

1. Huvero He AB/fAeTCA MO-HACTOAIIEMy 0ecIIaTHBIM. Byab OCTOpOXKeH, Beab KOIJa
Tebe npeaaaraoT OecIIaTHBEIM KOHTEHT, B HeM MOTYT OBITh CKPBITBL KaKie-TO [1IJ1aTHBIE

YCITYTH;

2. JIymaii, npexzae deM oTmnpaButk SMS, Goto mau Bugeo. Thl TOUHO 3Haelllb, [Oe OHU
OyayT B KOHEYHOM HUTOTre?

3. HeobxoayMo 0OHOBIATE OMEPaLIMOHHYIO CUCTEMY TBOETO CMapTQOHA;
4. Vlcrio1e3yH aHTHBUPYCHBIE IIPOTPAMMEI JVIA MOOMIIBHEIX TestepOHOE;

5. He sarpy:xail IprjIOKEeHNA OT HEU3BECTHOTO UCTOYHHKA, BeJIb OHU MOTYT COAEPKATh
BPEAOHOCHOE NporpaMMHOe obecIeyeHte;

6. ITocze TOTO Kak TBI BBHIHZEITH ¢ CAHTA, I/e BBOAIII JIMYHYI) MH(GOPMAIIIO, 3aUIU B
HacTpoiku Opaysepa u yzaasu cookies;

7. [leproanyaecky IpoBePAH KAKHE IVIATHBIE YCIYyTH AKTUBUPOBAHEL HA TBOEM HOMEDE;

8. Hamaii cBoi HOMep MOOGHJIBHOTO TesledOoHa TOJIBKO JIFOASAM, KOTOPBIX ThI 3Haelllb U
KOMY JIOBEPAEIIIb;

9. Bluetooth gomxeH ObITH BRIK/IIOYEH, KOTAA Thl UM He Tmojab3yelkcesa. He 3abwiBati
WHOT/A IPOBEPATH ITO.

Online urper

CoBpeMeHHBIE OHJIAMH-UTPBI - 3TO KpacouHble, 3aXBaTBhIBAIOLINE pa3BJIeUeHMs,
06 BeANHAIOLIHE COTHU THICAY HYeJIOBEK 10 BeeMy MHpPY. FIrpoKH HceeIyIoT AaHHBIH UM
MUp, OBIIAITCA APYr ¢ APYTOM, BBIIOIHAIOT 33aHKSA, CPAKAITCA ¢ MOHCTPAMM H
[IOJIYYalOT OIBIT. 3a YAOBOJALCTBHE OHM IUIATAT: [IOKYMAKT [OUCK, ONJIAYMBAIOT
aBoHeMeHT WiH NpHoOPeTaIOT KaKUe-TO OIIIIHN.

Bce aTH cpeacTBa HAYT Ha IIOAZEPIKAHME M PAasBUTHE WIPhl, a TaKKe Ha caMy
6e30IacHOCTh: COBEPIIIEHCTBYIOTCA CUCTEMBI ABTOPU3AIINUM, BHITYCKAITCA HOBBIE TTATYH
(b poBbIe 3aIIATKH /1A IPOIPaMM), 3aKPHIBAIOTCA YA3BUMOCTH CEPBEPOB.

B nomo6HBIX HUIrpax CTOUT OITaCcaTbCA HE CTOJIBKO CBOMX COIIEPHUKOB, CKOJIBKO KpPaXXH
TBOECT'O ITapoJid, Ha KOTOPOM OCHOBAHA CHCTEMA aBTOPH3ALHH OOJIBIIMHCTBA urp.

OCHOBHBIE COBETHI 110 5€30IIaCHOCTH TBOETO UTPOBOTO AKKAYHTA!

1. Ecaint gpyroft urpok Beget cebs IJIOX0 WIH co3aeT Tebe HeIPHUATHOCTH, 3a0/I0KUpY
€T'0 B CITMCKE UTPOKOB;

2. Ho;;canyﬁca aIMHUHHCTPATOPpAM MIDBI HA IIOXO0E IIOBEACHHE J3TOIr0O HMI'DOKA,
AKEIATEJIBHO IIPHUJIOKHUTE KaKHE-TO I0KA3aTEJIbCTBA B BHAE CKPUHOBE;



3. He ykaseiBail sy HHOOPMAIIO B Ipodaiine Urpel;
4. YBaykall ApyTUX YYACTHHKOB TI0 HUTpe;

5. He ycraHapauBai HeodHUMaNbHBIE TIATUH B MOARL;

6. VIcriopayt C/IQKHBIE U PA3HBIE TTAPOJIL;

7. Jaske BO BpeMs HMIPBl He CTOMT OTKIIOYUATH aHTHUBHpYyc. [Ioka THl MIrpaellb, TBOH
KOMIIBIOTED MOTYT 3aPa3UTh.

OUILIHHT UWIH KpakKa JIMIHBIX JaHHBIX

OBbruHOM KpackeH JeHer W AOKYMEHTOB CEroJHs YK€ HUKOTQ He VAWUBUINb, HO C
Da3BUTHEM HHTEPHET-TEXHOJIOTHI 37I0YMBILIJIEHHHKN TIepEMECTHIINCh B UHTEPHET, U
TIPOAODKAIOT 3aHUMATHCA «JIIOOMMBIM» JIEJIOM.

Tak mosiBWIack HOBas yTpo3a: HHTePHET-MOIIEHHMYECTBA WIH (DUILIMHT, TJIaBHAsA LeJb
KOTOPOTO COCTOHT B IIOJMYYEHHN KOHQPUACHIMAJLHBIX AAHHBIX IIOJIb30BATENEH —
JIOTHMHOB M napoJeii. Ha anraniickoM saseike phishing unrtaercs kak ¢umunr (ot fishing
— poeISHAA JI0BJIA, password — Maposb).

OcHOBHBIE COBETBI IO H0pbOe ¢ PUILHHTOM:

1. Coequ 3a CBOMM AKKAayHTOM. ECIM Tl NOAO3pPEBaellb, YTO TBOA aHKeTa ObLIA
B3JIOMaHa, TO Heo0XoANMO 326/ I0KHPOBATh €€ U COODLINUTE AAMUHHCTPATOPAM pecypea
06 3TOM Kak MOKHO CKODEE;

2. Hcronesyili OesomacHble Beb-cafiTel, B TOM YMCIE, HHTEPHET-MATasMHOB MU
[IOHCKOBBIX CHICTEM;

3. Vcrmosb3yii c/1oKHBIE B pasHble Maposd. Takum obpaszomM, ecau Tebs B3JIOMAKOT, TO
BIIOYMBIOIIZIEHHUKH IIOIYyYIAT AOCTYII TOJBKO K OHOMY TBOEMY IIPOGUIIIO B CETH, a HE KO
BCEM;

4. Ecu Teba B3oMany, To HeoOX0AMMO IPeAYIPEIUTE BCeX CBOUX 3HAKOMBIX, KOTOPEIE
nobaBseHBl ¥ Teba B APY3bAX, O TOM, 4YTO Tebs B3JIOMATH KM, BO3MOMKHO, OT TBOETO
IMeHH OyZIeT pacChIIAThCA CIIaM U CCBLJIKH Ha (PUITIHTOBLIE CAITHI;

5. YCTaHOBH HaAeKHBIA napoas (PIN) Ha MOOUABHBIN TesteoH;
6. OTR/IIOUM COXpaHeHMe maposid B Opaysepe;

7. He oTkpemait (aiael ¥ APyrue BIOKEHUA B IIUCBMAX JasKe eCI OHM IPUIIH OT
TBOMIX ZIpy3eit. JIydlile yTOUHH ¥ HUX, OTIIPABJIAIM JIU OHM Tebe 3TH (alibl.

[udposas pemyramnys

IIndpopas pemyTalya - 3TO HeTATUBHAS WK MO3UTHBHAA UHGOPMALIUA B ceTH O Tebe.
Kommpomerupytomas nmHGOPMAIA pPa3MelleHHAs B HHTEPHETE MOXKET CepPbe3HBIM
06pa3oM OTpasUThCA Ha TBOei peasbHOI skU3HHU. «IIudpopas penyrauusa» - 3TO TBOI
UMK, KOTOPHIF hopMHpyeTea 3 HHGopMaluu o Tebe B HHTEPHETE.

TBoe MeCcTO KUTeJBCTBA, y"-le6E>I, TBOE (bI/IHaHCOBOe [TOJIOKEHHE, 0coDEeHHOCTH
XapaKTepa U PpacCKa3bl O OJIMBKHUX - BCe 3TO HAKATIJIMBAETCS B CETH.



MHOr¥He HOAPOCTKH JIETKOMBICIEHHO OTHOCATCA K ITYOJIMKAIIAM JIMIHONH HHGOPMAI B
HHTepHETe, He TIOHUMas BO3MOKHBIX [TOCIEACTRBHIL. TH fae He CMOKelLlk JOrafaThes
0 ToM, uTO hoTorpadua, pasMeIneHHaA 5 JIeT Ha3akd, CTaJIa IPUYHHON 0TKA3a IIPUHATD
Teba Ha paborTy.

KommenTapum, pasmemenve Teowx ¢ororpaduii u JApyrue JeHCTBHA MOTYT He
HCUE3HYTh JaskKe TIOCJIe TOrO, KaK Thl HX YAAMIMULIEL. Thl He 3Haellb, KTO COXPAHWI 3Ty
nHdoOpMalMIo, IONasa JIM OHA B IIOMCKOBBIE CHCTEMBI KM COXpaHKJIACh JM OHA, a
TJIABHOE: UTO ITOAYMAIOT O Tefe OKpy-KaloIIee JIIOAH, KOTOPBIE HAUAYT U VBUJIAT ITO.
Haiity nrbopMaLvio MHOTO JIeT CIIYCTA cMOsKeT JTI000H - Kak 13 JoOPHIX MOOY:KAeHHI,
TaK 1 ¢ HAMEPeHNeM I PHYMHUTD BPe, ITO MOXKET OBITh KTO YTOIHO.

OCHOBHBIE COBETHI ITO 3ALIHTe LH(PPOBOH peryTaluu:

1. [Toxymaii, npexzae HUeM UTO-TO ITyOJIHMKOBATE M IepenaBaThb y cebsa B Oyiore Wid B
COLMAMBHOH ceTH;

2. B HacTporikax mpoduia YCTAaHOBU OTPAHIMYEHUS HA IIPOCMOTP TBOEr0 NMPO(MiId | ero
COAEPYKUMOr0, cAesak ero TOMbKO «AJd Apy3et»;

3. He pasmemaii u He ykas3bpIBar MHPOPMALIHIO, KOTOPAs MOXKeT KOro-m1u60o OCKOpOIATE
WU ODIBKATE.

ABTOpPCKO€ TIPaBo

CoBpeMEHHBIE IMKOJABHUKHA- AKTUBHBIE IT0JB30BATENN ITU(POBOTO IMPOCTPAHCTBA.
OgHako Jafeko0 He BCe B3HAKT, YTO I[IOJb30BAaHHE MHOTHMH BO3MOKHOCTSIMHU
LHPPOBOro MUpa TpebyeT coOMI0AeHUA IIPAaB Ha HHTEIEKTYaIbHYIO COOCTBEHHOCTD.

TepMHH «HHTeJJIEKTYa/ bHAsA COGCTBEHHOCTb» OTHOCUTCA K Pas/MYHBIM TBOPEHMAM
UEJIOBEYECKOTO yMa, HAYMHAA C HOBBIX H300peTeHNH M 3HAKOB, OOO3HAYAIOIIMX
COBCTBEHHOCT, HA NPOAYKTHI U YCIYTH , M 3aKAHYMBAA KHUTAMH, HoTorpadusamM,
KMHODWIBMaMH H MY3bIKaAbHBIMH TTPOH3BEIeHUAMH.

ABTOpCKIE IIPaBa - 3TO IIPaBa Ha MHTE/IEKTYAJIbHYIO COOCTBEHHOCTD Ha IIPOM3EEACHNA
HayKH, JIUTepaTypbl B HCKyCcCTBa. ABTOPCKME IIpPaBa BHICTYIIAIOT B KaWeCTBE I'ApaHTHU
TOTO, UTO MHTEJIEKTYAIbHBIH/ TBOPUECKUI TPY/ aBTOpa He Oy/eT HAaIIPaCHEIM, JJACT €My
ClIpaBeIMBBle BOBMOMKHOCTH 3apaloTaTh HA pe3yabTaTaX CBOEr0 TPYAQd, NMOJYUUTH
M3BECTHOCTE U IpH3HaHUe. Hukro 6e3 paspemeHiia apTopa He MOXKET BOCIIPOU3BOIUTD
ero IPOM3BEJEHHE, pACIPOCTPAHATH, IYOJMYHO MAE€MOHCTPHPOBAThH, IIPOAABATH,
HUMIIOPTHPOBATE, IMYCKaTh B NIPOKAT, [IyOAMYHO HCNOIHATh, NOKA3bIBATh/ UCTIONHATE B
a¢upe win pazmerniats B luTepHeTE.

Hcnonp30BaHKe «NIMPaTCKOrO» MPOTpaMMHOr0 obecliedeHUa MOMKET I[IPHUBECTH K
MHOTHM PHCKaM: OT IOTEPH JAHHBIX K TBOHMM aKKAyHTaM /0 OJIOKMPOEKM TBOEro
VCTPOFCTBA, [Ie YCTAHOBAEHHBIH He JleranbHas nporpaMma. He cTOUT Taroke 3a0BIBATH,
YTO CYIIECTBYeT JIerajJIbHbIE U 6eCIIaTHEIE IIPOTPAMMEL, KOTOPBIE MOKHO HANUTH B CETH.

O nopTase

CereBruok.pd - TBOM IVIABHBIA COBETUHMK B CeTH. 3/I€Ch Thl MOKEIIb V3HATH O
0e30macHOCTH B CeTH TOHATHBIM K JOCTYIIHBIM A3BIKOM, a I[IPH BO3HHKHOBEHMU
KPUTHYECKONM CUTyallMu OOPaTHTBCA 3a COBETOM. A TAaKKe IPUHATL Yy4acThe B
KOHKYPCax H CTaTh CaMbIM LIHGMPOBBIM IpaskAaHIHOM!



