e O0yyamuMmcs

UHeopmayuoHHas namsimka

C kaxxabIM roioM MOJIOAEXM B UHTEPHETE CTaHOBUTCH Oonblue, a LWKONbHUKN OOHN U3
caMbIX aKTUBHbIX Nonb3oBaTenen PyHeTta. Mexay Tem, MOMMMO OFPOMHOrO KONn4ecTea
BO3MOXXHOCTEW, MHTEPHET HECET M NpobremMbl. ATa namsTka AoImKHa NoModb Tebe
0e3onacHo HaxoAUTbLCH B CETU.

Komn bHOTEepPHbIe BUPYCbI

KoMnbloTepHbI BUPYC - 3TO Pa3HOBUAHOCTb KOMMbIOTEPHbIX MPOrpamm, OTIINYUTENbHOMN
0COBEHHOCTBIO KOTOPOI SIBNSIETCH CNOCOBHOCTL K pa3MHOXEHUI0. B gononHeHne kK atomy,
BMPYCbl MOTYT NMOBPEANTb UIN MONHOCTBIO YHUUTOXUTL BCe chbalrbl U AaHHbIE,
NOOKOHTPOSIbHbIE MOMb30BaTEN, OT MMEHM KOTOPOro Gbina 3anylleHa 3apaxeHHas!
nporpamma, a Takke NoBPEeAnTb UMW Aaxe YHUYTOXWUTb OnepaumoHHY CUCTEMY CO BCEMU
darinamm B uenom. B 6onbLUMHCTBE CriyYaeB pacnpoCTPaHsIoTCS BUPYChbl Yepes NHTEPHET.

MeToabl 3aWmMThbl OT BP€AOHOCHbLIX NPOrpamMm:

e Vcnonb3yin coBpeMeHHble onepaLmoHHbIE CUCTEMbI, UMEKLME CEPbE3HbIN YPOBEHb
3aWmTbl OT BPE4OHOCHbIX Nporpamm;

e [locTosiHHO ycTaHaBnuBam nadTu (LMpoBLIE 3annaTku, KOTOPbIE aBTOMATUYECKN
yCTaHaBMMBaTCA C Lerbio 4opaboTkM NporpaMmmbl) U Apyrme oGHOBNEHNS CBOEN
onepaumoHHOM cuctembl. CkaymBam UX TONbKO C opuLmanbHOro canta
paspaboTtumnka OC. Ecnu cyllecTByeT pexxmm aBTOMaTM4eCckoro OOHOBMEHNS,
BKIHOYN €rO0;

o PaboTan Ha cBOEM KOMMNbIOTEPE MO NpaBamMu NoNb3oBaTens, a He
agMUHUCTpaTopa. ATO He NO3BONUT BOSLLUNHCTBY BPE4OHOCHbLIX NPorpamMm
WMHCTanNMpoBaTbCA Ha TBOEM NEePCOHarIbHOM KOMMbIOTEPE;

e Vcnonb3yi aHTUBMPYCHbIE NPOrpaMMHbIE NPOAYKTbl M3BECTHLIX MPOU3BOAUTENEN, C
aBToMaTn4eckum obHoBreHnem 6as;

e OrpaHnyb puan4ecknin 4OCTYN K KOMNbIOTEPY A7 NOCTOPOHHUX NNL;

e Vicnonb3yi BHELWHWE HOCUTENW MHAOPMaLMK, Takne Kak coneLuka, ANCK unu damn
N3 UHTEPHeTa, TOSbKO 13 NPOBEPEHHbIX NCTOYHWUKOB;

e He oTKpbIBan KOMMbIOTEPHbLIE daNsbl, MOMYYEHHbIE U3 HEHAAEXHbIX UICTOYHUKOB.
[axe Te dpannbl, KOTOpbIE Npucnan TBOM 3HaKOMbIW. Jlyylle yTOYHU Yy Hero,
OTNpPaBnan nn oH Tebe ux.

Cetu WI-FI

Wi-Fi - aT0 He BMA nepefayv AaHHbIX, HE TEXHONOorus, a Bcero nuwb 6peHa, mapka. Euwe B
1991 rogy HuAepnaHackas komnaHus 3apernctpuposana 6peHg « WECA», uto
obosHavarno cnosocoyeTaHne «Wireless Fidelity», koTopbin nepeBoauTCs Kak
«becnpoBofHasi TOMHOCTbY.



o Hawero BpemeHu gowna gpyras abbpeBuaTypa, KoTopasi ABNAETCHA Takon xe
TexHonorven. 1o abbpesunatypa «Wi-Fi». Takoe Has3BaHne ObifO 4aHO C HAMEKOM Ha
cTaHgapT BbicLlen 3ByKoBOoM TexHUKM Hi-Fi, 4To B nepeBoae o3HavyaeT «BbiCOKas
TOYHOCTbY.

[a, 6ecnnaTHbI UHTEPHET-AOCTYN B Kade, OTENSAX N ad3ponopTax ABASETCA OTSIMYHON
BO3MOXHOCTbIO BbiXO4a B MHTEPHET. HO MHOrMe akcnepTbl cHUTAOT, YTO OBLLEAOCTYMNHbIE
Wi-Fi ceTu He gaBnaioTca 6e3onacHbIMU.

CoBeTbl no 6e3onacHocTu paboTbl B o6wenoctynHbix cetsax Wi-fi:

e He nepepgasa cBOI NUYHYIO MHOpMauumio Yepes obenoctynHele Wi-FiceTn.
PaboTas B HUX, XenaTenbHO He BBOAUTb NApOnun LOCTyNa, NIOrMHbl U Kakne-To
HOMeEpa;

e /cnonb3yn 1 06GHOBNAN aHTUMBUPYCHbIE NporpaMmbl 1 6paHgmayep. Tem cambiM Tbl
oGesonacuib cebs OT 3akadky BUpyca Ha TBOE YCTPOWCTBO;

e [lpu ncnonb3doBaHumn Wi-Fi oTkntoum dyHkumo «O6wmi goctyn K doannam um
npuHTEepam». [aHHasa PyHKUMA 3aKpbiTa MO YMOMYaHUIO, OQHAKO HEKOTOpPbIE
nonb3oBaTenn akTMBMPYIOT ee Anga yaobcTea ncnonb3oBaHus B pabote unu yvebe;

e He ucnonbayn nyonunynbin WI-FI gns nepegaym nnyHbIX AaHHbIX, HANpUMep Ans
BbIX04a B coUManbHbIE CETU UMK B SNEKTPOHHYHO MOYTY;

e Vcnonb3yi Tonbko 3awmuieHHoe coegnHenme Yyeped HTTPS, a He HTTP, T.e. npu
Habope Beb-agpeca BBOAN MMeHHO «https://»;

e B mobunbHom TenedoHe oTkntoum yHkumio «lMogkntoyenne k Wi-Fi
aBTOMaTtmnyeckm». He gonyckanm aBToMaTtuyecKkoro NoAKNIYEHNa yCTpoMCTBa K
cetam Wi-Fi 6e3 TBoero cornacus.

CouuanbHble ceTn

CoumanbHble ceTn akTMBHO BXOASAT B HALLY XXM3Hb, MHOTME N0an paboTatoT M XXMBYT Tam
NOCTOSIHHO, a B Facebook yxe 3apernctpmpoBaH munnuapg, Y4esnoBek, YTO SBMSeTCA OQHON
ceabMON BCeX Xutenen nnaHeTbl. MHOrme nonb3oBaTenu He NOHMMAIOT, YTO MHopMaLUMs,
pasMeLleHHas UMM B colmarnbHbIX CETAX, MOXET ObiTb HaNnOeHa U UCNOoNb30BaHa KemM
YyrogHo, B TOM 4Yncne He obs3aTenbHO ¢ 6narmMmm HamepeHusMu.

OcHOBHbIe coBeTbI N0 6€30MacHOCTU B couMarnbHbIX CeTAX:

e OrpaHunyb cnncok apysen. Y Tebs B Apy3bsx HE AOMKHO OblTb CriyYanHbIX U
HEe3HaKOMbIX N0aen;

e 3alwmiian CBOK YacTHYH XWU3Hb. He ykasbiBan naponu, TenedoHsl, agpeca, gaty
TBOErO POXAEHWS M APYIYI0 NUYHY0 MHOPMaLMIO. 3N0yMbILLINEHHUKA MOTYT
MCNoNb30BaTb AaXe MHPOPMALMIO O TOM, KaK Tbl U TBOM POAUTENM NNaHupyeTe
MNPOBECTU KaHUKYbl;

e 3awwmian cBOK penyTauuio - AepXn ee B YACTOTE 1 3agaBan cebe BONpocC: xoTen
Obl Tbl, YTOObLI ApYyrve nonb3oBaTenu BUAENN, YTO Thbl 3arpyxaeLwb? Nogyman,
npexae Yem YTo-To onybrmnKoBaTb, HAaNUCaTb U 3arpy3unThb;



e Ecnu Tbl roBopuLLb C NIOAbMU, KOTOPbIX HE 3HAELLb, HE UCMONb3YN CBOE pearibHoe
UMSI U APYTYHO NNYHYIO MHGOPMaLMKN: UMS, MECTO XUTENbCTBA, MECTO y4ebbl n
npoyee;

o W3beran pasmelueHus ootorpadum B IHTepHeTe, rae Thl M300paxeH Ha
MECTHOCTM, MO KOTOPOW MOXHO OnpenenuTb TBO€ MECTOMNOSIOXKEHMNE;

e [lpu pernctpauun B coumanbHON cetn HeobxoaMMO MCNOMb30BaTh COXHbIE
naponu, coctodawme n3 6yks 1 LMpP 1 C KONMYECTBOM 3HAKOB HE MeHee 8;

e [Insa coumanbHOM ceTn, NOYTbl U APYrMX CanToB HEOOBXOAMMO NCMONb30BaTh pa3Hble
naponu. Torga ecnu Te65 B3nomatoT, TO 3M0YMbILLMIEHHMKN NOfy4aT 4OCTYN TOMbKO
K OQ4HOMY MeCTYy, a He BO BCe cpaasy.

OneKTPOHHbIe AeHbIn

OnEeKTPOHHbIE AEHbIN - 3TO OYeHb YAOOHbIN CNocob nNnaTexen, OAHAKO CyLLLECTBYOT
MOLLIEHHMKWN, KOTOPbIE XOTHAT MOSYy4YnTb 3TN AEHbBIN.

OneKTPOHHbIE AEHbM NOSIBUNMUCL COBCEM HEAABHO U MMEHHO M3-3a 3TOTO BO MHOTMUX
rocygapcTBax Ao CMX NMop He NPOMMcaHo NpPoO HUX B 3aKOHaX.

B Poccum e OHM (OYHKLUMOHUPYIOT N O HUX YXKe NPOMMCaHOo B 3aKOHe, rae Ux pasaenstoT Ha
HECKOJbKO BMAOB - aHOHMMHbIE U HE aHOHMMHbIE. PasHuua B TOM, YTO aHOHUMHbIE - 3TO Te,
B KOTOPbIX pa3peLLaeTcsa NpoBoanTb onepaunn 6e3 naeHTndrkaumm nonb3oBartens, a B
HEeaHOHUMHbIX NOEeHTUdUKaLMA Nonb3oBaTeNs ABNAeTCs 06s13aTenbHOMN.

Takxke cneayet pas3rnnydaTb SNEeKTPOHHbIE (*)I/IaTHbIe OeHblrn (paBHbI rocyaapCrtBeHHbIM
BaJ'IPOTaM) N 3ANEKTPOHHbIE Hed.)VIaTHbIe OeHbrn (He paBHbl rOCyaapCTBEHHbLIM BaJ'IlOTaM).

OcHoOBHbIe coBeTbl N0 6e3onacHon paboTe C 3NMEeKTPOHHbIMU AeHbramMu:

1. TMpuBsxn K cHeTy MOBUIbHBIM TeNedOoH. ATO camMbl YAOOHbLIN M BbICTPbIA CNOCOD
BOCCT@HOBUTb OCTYN K cyeTy. [1puBA3aHHbIN TeNedoH NOMOXeT, ecnv 3abyaeLlb
CBOW NnaTeXxHbl Naposib UNn 3angellb Ha CanuT C HE3HAaKOMOro YCTPOUCTBA;

2. Wcnonb3ym ogHopasoBble naponu. Nocne nepexofa Ha yCUNEHHY0 aBTopuU3aunto
Tebe yxe He ByaeT yrpoxaTb ONacHOCTb Kpaku UK nepexsaTta NnaTexXHoro
napons;

3. Bbibepu cnoxHbi napone. [NpectynHukam 6ygeT He NPOCTO yragaTb COXHbIN
naponb. HagexHble naponu - 370 Naponun, KoTopble coaepXaT He MeHee 8 3HaKOB U
BKIMOYAIOT B ce6S CTPOYHbIE N NPOMNUCHBbIE BYKBbLI, UMAPbI U HECKOMBKO CUMBOSIOB,
Takue Kak 3Hak gonnapa, pyHTa, BocknmuaTenbHbl 3Hak 1 T.n. Hanpumep,
$tRONg!;;

4. He BBOAM CBOM NNYHbIE AAHHbIE HA CanTaX, KOTOPbIM HE AOBEPSELLb.

ANeKTpOoHHas noyrta

OneKTpoHHas NoYTa - 3TO TEXHOSOIMS 1 NpeaoCcTaBnsieMble et YCIyr Nno nepechinke u
NONYyYEeHNIO 3MEeKTPOHHbIX COOBLLEHNIA, KOTOPbIE pacnpeaenstoTCs B KOMMNbIOTEPHOW CETW.
OO6bIYHO 3EKTPOHHBIN MOYTOBbLIN ALK BbIFMSAMT Cneayowmnm obpasom:



NMS_Nonb3oBaTensa@uMs_aoMeHa. Takke Kpome nepegaymn npocToro TekcTa, UMeeTcs
BO3MOXHOCTb nepeaaBsaTtb paunsbl.

OcHoOBHbIe cOBeTbI N0 6e30nacHOn paboTe C 3NeKTPOHHOM NOYTOM:

1.

Hapgo BbiGpaTb NpaBunbHLIN NOYTOBLIA CEPBUC. B MHTEpPHETE €CTb OrPOMHBbIN BbIGOP
BGecnnaTHbIX MOYTOBbLIX CEPBMCOB, O4HAKO Ny4lle JOBEPSATb TEM, KOrO 3Haellb U KTO
nepBbI B PEUTUHTE;

He ykasbiBan B IMYHOM NOYTE NUYHYIO MHAOpMauuio. Hanpumep, nyywe BoibpaTb
«My3blKanbHbIN_aHaT@» nnn «pok2013» BMecTo «Tema 13y»;

Mcnonb3yin AByxaTanHyto aBTopu3auunio. ATo Korga noOMUMO Napons Hy>KHO BBOOUTb
Koa, npucbinaembln no SMS;

Bbibepu cnoxHbin naponb. [nsa kaxgoro no4YToBOro silyka OSMKeH ObiTb CBOWM
HaOEeXHbIW, YCTONYUBBIV K B3fIOMY NMaporsib;

Ecnun ecTb BO3MOXHOCTb HanMcaTb CaMOMY CBOW JTIMYHbIV BOMPOC, UCNOSb3Yyn 3Ty
BO3MOXHOCTb;

Mcnonb3yn HECKOMBbKO MOYTOBbIX AWMKOB. [NepBbl ANA YaCTHOM Nepenuckn ¢
agpecatamMmu, KOTOpPbIM Tbl JOBEPSELlb. DTO ANEKTPOHHbIN agpec He HaJo
MCnonb3oBaTb NPU perncTpaumm Ha opymax u cantax;

He oTkpbiBan dhanrnbl U Apyrue BOXeHUs B NUCbMax, AaXke eCriv OHW NpULLIAN OT
TBOMX Agpy3en. Jlyylle yTOYHM Y HUX, OTNPaBAsany nn oHn Tebe atn dannsl;

lMocne okoH4YaHWs paboTbl HA NOYTOBOM CEPBUCE NEPES 3aKpbITUEM BKITALKU C
canToM He 3abyab HaxaTb Ha «BbIiTny.

Knb6epObynnuHr unm BuptyanbHoe nM3aeBaTenbCTBO

KnbepbynnuHr - npecnefgoBaHne CoObLEHNAXMN, coaepXallnumMmm ockopbneHusi, arpeccuto,
3anyrmBaHue; XynMraHcTBo; coumanbHoe GOMKOTMPOBaHME C MOMOLLbIO Pa3fNYHbIX
NHTEPHET-CEPBMCOB.

OcHOBHbIe cOBeTbI N0 60pb6e ¢ KMbepobynUHrom:

1.

He 6pocarica B 6oin. Jlyqwmnin cnocob: nocoBeToBaTbCA Kak cebs BECTU U, eCrnin HeT
TOro, K KOMy MOXHO 0bpaTUTLCS, TO BHa4yane ycrnokontecs. Ecnun Tl Ha4HeLWwb
oTBeYaTb OCKOPONEeHUs MU Ha ockopbrneHns, TO TOMbKO eLle Bonblue pa3oxkellb
KOHQOIUKT;

Ynpaensmn cBoen knbeppenyTaumen;

AHOHMMHOCTb B ceT! MHUMas. CyLLecTBYIOT CNOCObbl BbIACHUTb, KTO CTOUT 3a
AHOHWMHbIM aKKayHTOM;

He cTtouT Bectu xynuraHckuii o6pas BUpTyanbHOM Xu3HU. VIHTepHeT cumkcmpyeT Bce
TBOW JENCTBUSA U COXPAHSET UX. YOanuTb ux 6yaeT KpanHe 3aTpyaHUTENbHO;
Cobnogan cBoko BUPTYanbHYH YeCTb CMOSIOAY;

WrHopupyn eanHu4YHbIN Heratue. OgHOpPa3oBble oCcCKopbUTEnbHbIE COOBLLEHNS
nyyuwe urHopuposaTtb. OBbI4HO arpeccus npekpallaeTcs Ha HavanbHOW cTaauu;
BaH arpeccopa. B nporpammax obmMeHa MrHOBEHHbIMW COOBLLEHNSMN, B
coumarnbHbIX CETAX €CTb BO3MOXHOCTb BIIOKMPOBKM OTMNPaBKN COOBLLEHUI C
onpefeneHHbIX aapecos;



8. Ecnu Tbl cBMaeTenb knbepbynnvHra. TBoun 4eNcTBUS: BbICTYNUTb NPOTUB
npecnenoBarensi, nokasaTb eMy, YTO ero 4eNCTBUSI OLLEHUBAKOTCSt HEraTUBHO,
nogaepaTthb XepTBY, KOTOPOWN Hy)XHa Ncuxoriormyeckasi mMOMOLLb, COOBLMTb
B3POC/bIM O (hakTe arpecCMBHOIO NOBEAEHUS B CETU.

Mo6unbHbIN TenegoH

CoBpeMeHHble cMapTOHbI 1 NNaHLWEeTbl coaepkaT B cebe BMNosiHe B3pOChbii
PYHKLMOHAnM, 1 Tenepb OHN MOTYT KOHKYPMPOBaTb CO CTaLMOHAPHBIMU KOMMbIOTEPaMMU.
OpHako, cpeacTs 3alnThbl AN NoA0OHbIX YCTPOMCTB NoKa 04eHb Mano. TecTupoBaHue u
MOUCK YSI3BUMOCTEN B HUX MPOUCXOANT HE Tak MHTEHCMBHO, kak ans MK, To e camoe
KacaeTcs U MOOMIbHBLIX NMPUMOXEHWIA.

CoBpemeHHble MobubHbIE Gpay3epbl y»ke NPaKTUYECKM JOrHanM HacTomNbHbIE aHamnoru,
OfHaKo pacluMpeHmne yHKUMoHana BrneyveT 3a cobom 60mbLUy CIOXHOCTb U MEHbLLYHO
3aLUULLEHHOCTb.

[aneko He BCe NPoOM3BOAUTENM BbINyCcKaloT OOHOBMNEHUSI, 3aKpbIBaOLLME KPUTUYECKME
YSI3BMMOCTM )11 CBOMX YCTPOMUCTB.

OcHOBHbIe coBeTbl AN 6e30MacHOCT MOOUITBLHOIO TenecdoHa:

e Hwu4ero He aBnsieTca no-Hactodwemy 6ecnnatHbiM. Byab 0CTOpOXeH, BeOb Koraa
Tebe npegnaratoT 6ecnnaTtHbIN KOHTEHT, B HEM MOTYT ObITb CKPbITbI Kakne-To
nnaTHble yCnyru;

o [lyman, npexge 4yem otnpaBntbe SMS, poTo unu Buaeo. Tbl TOYHO 3HAELLb, F4e OHU
OyayT B KOHEYHOM uTore?

e Heobxoanmo 06HOBNATE OnepaLmoHHYI0 CUCTEMY TBOErO CMapT(OHa;

e Vcnonb3yi aHTUBMPYCHbIE NpPOrpaMMbl Anst MOBUMbHLIX TENe(OHOB;

e He 3arpyxai NnpunoxeHns oT HEM3BECTHOrO UCTOYHMKA, BEAb OHWM MOTYT CoAepXKaTb
BPEeAOHOCHOE nporpamMmmMHoe obecneveHune;

o [locrne Toro Kak Tbl BbIAELLb C calTa, rae BBOAWM NIMYHYIO MHbopMauuto, 3anam B
HacTpourku bpaysepa n yganm cookies;

o [lepuogmnyeckn npoBepsn, Kakme nnaTHble yCrnyrn akTMBMpoOBaHbl HAa TBOEM HOMEPE;

o [laBan cBon HOMep MOBUNBbHOrO TenedoHa TONbKO NAAM, KOTOPLIX Thl 3HaELb U
KOMY AoBepsieLlb;

e Bluetooth gomxeH 6bITb BbIKNIOYEH, KOraa Tbl UM HE Nonb3yellbes. He 3abbiBan
NMHOrga NpPoBepsATh 3TO.

Online urpbi

CoBpeMeHHbIe OHMaNH-Urpbl - 3TO KPACOYHbIE, 3aXBaTbIBalOLLME pa3BreyYeHus,
obbeanHsaLWMe COTHM ThICAY YenoBek No Bcemy Mupy. rpoku nccnegyoT AaHHbIR UM
MUp, obLLatoTes Apyr C APYroM, BbIMOSMHSOT 3afaHusl, CPaXatoTCsl C MOHCTpaMm U
nony4atoT onbIT. 32 YA0BOMbCTBUE OHM NNATAT: NMOKyNarT AMCK, OnnadyMsatoT aboHeEMEHT
Uy nprmobpeTaroT Kakne-To onuun.



Bce aTu cpeactea nayT Ha nogaepkaHue u pasBuUTUE Urpbl, a Takke Ha camy
6e30MacHOCTb: COBEPLUEHCTBYHOTCS CUCTEMbI aBTOPU3aLIMK, BbIMYCKAOTCSH HOBbIE NaTym
(umdbpoBble 3annaTkn s NPorpaMM), 3aKpbiBalOTCS YSI3BMMOCTI CEPBEPOB.

B nogo6GHbIx nrpax CTouT onacatbCqA HE CTOJIbKO CBOUX COMNEPHUKOB, CKOJIbKO KpaXXu TBOEro
naposnsd, Ha KOTOpoM OCHOBaHa CMCTEMa aBTOpuU3aunn GonblUMHCTBA nrp.

OcHOBHbIe coBeTbl N0 6€30MacHOCTU TBOEro UrpoBOro akKkayHTa:

o Ecnu gpyron urpok Beget cebsi nnioxo nnu cos3gaeT Tebe HENpUSATHOCTH,
3abroKNpyn ero B CMUCKE UrPOKOB;

o [loxanynca agMuMHUCTpaTOpaM Urpbl Ha NIIOXoe NOBEAEeHME 3TOr0 Urpoka,
XenaTtenbHO NPUNOXnTb KakMe-To JoKa3aTernbCTBa B BUAEe CKPUHOB,

e He ykasbiBan nnu4Hyto nHOpmMauuio B npodansie urpbl;

e YBaxal gpyrnx y4acTHWUKOB MO Urpe;

e He yctaHaBnuBam HeouumnanbHble naTyn N Moabl;

e Vicnonb3yi CrioxHble 1 pasHble naponu;

e [laxke BO BpeMs Urpbl He CTOUT OTKNOYaTb aHTUBMPYC. [1oka Tbl UrpaeLlb, TBOW
KOMMbIOTEP MOTYT 3apasunThb.

DPULLNHT Unun KpaXxa JIMYHbIX AaHHbIX

OO6bIYHOW KpaXkel AeHer U LOKYMEHTOB CErOAHS Y>Ke HUKOro He yaAMBULLbL, HO C pa3BUTUEM
NHTEPHET-TEXHONOMNIA 3IT0YMbILLIIEHHUKN NEePeMEeCTUIIUCL B UHTEPHET, U NPOaOIIKaoT
3aHUMAaTbCS «MOOUMbIMY» AEFOM.

Tak nosiBMNacb HoBas yrposa: UHTEPHET-MOLUEHHUYECTBA NN (PULLKNHT, rNaBHas Lenb
KOTOPOro COCTOUT B MOSy4eHUN KOHUAEHUMAIbHbBIX AaHHbLIX NOSb30oBaTernem - IOrmHOB U
naponeun. Ha aHrnuinckom asbike phishing untaetca kak dpuwmnHr (ot fishing - peibHas
nosns, password - napornb).

OcHoBHble coBeTbl N0 6opb6e ¢ hpULMHIrom:

o Cneawn 3a cBOMM akkayHTOM. Ecnu Tbl nogo3peBaellb, YTO TBOS aHKeTa bbina
B3/IOMaHa, To Heobxoanmo 3abrnoknpoBaTb ee U CoobLWUTL agMUHUCTPaTopam
pecypca 06 3TOM Kak MOXXHO CKOpee;

e Vcnonbayi 6e3onacHble BEG-CanTbl, B TOM YACHE, UHTEPHET-Mara3uHoB n
MOUCKOBbIX CUCTEM;

e /cnonb3yn cnoxHele 1 pasHble naponu. Takum obpasom, ecnv Tebs B3nomaroT, TO
3M10YMbILLUIIEHHWUKM MonyYaT AOCTYN TOMbKO K OAHOMY TBOEMY NPOdUIiio B CETH, a He
KO BCEM;

o Ecnu tebsa Banomanu, To HeobxoanMo nNpeaynpeanTb BCEX CBOMX 3HAKOMBbIX,
koTopble AobaBneHbl y Tebs B Apy3bsX, O TOM, 4TO Tebsi B3nomarnu u, BO3MOXHO, OT
TBOEro MMeHn ByaeT pacchinaTbCsa Cnam U CCbIfKU Ha (PULLMHIOBbLIE CalThl;

e YcTaHoBu HagexHbI naponb (PIN) Ha MOBWbHLIN TeNnedoH;

e OTkntoum coxpaHeHune naponsd B bpaysepe;

e He oTkpbiBan thannbl 1 gpyrue BNOXeHNa B NUCbMax, AaXe €Crnnv OHW NPpULLAN oT
TBOMX Apy3en. Jlydwie yTOuHU Y HUX, OTNPaBRsnu nNn oHu Tebe aTu annsl.



LudpoBas penyrauus

LincbpoBaga penyTtaums - 3To HeraTMBHasa Uy NO3MTUBHAsS MHpopmauna B cetu o Tebe.
KomnpomeTupytowas nHpopmaums, pasMmeLLleHHas B UIHTEPHETE, MOXET Cepbe3HbIiM
obpa3om oTpasanTbLCA Ha TBOEWN pearnbHON xun3Hu. «Lindposas penytauusa» - 3To TBON
UMUK, KOTOPbIN hopMupyeTcs U3 nHpopmaumm o Tebe B UHTEpHETE.

TBOE MEecCTO XUTenbCTBa, y4ebbl, TBOE (DHAHCOBOE NONOXKEHWE, OCOGEHHOCTU XapakTepa
1 pacckasbl 0 BrN3KMX - BCE 3TO HaKannmBaeTcs B CeTu.

MHorve nogpoCTKM NErkoMbICNIEHHO OTHOCATCA K Ny6nukaumm nn4yHon nHcpopmaumm B
MHTepHeTe, He NOHUMAas BO3MOXHbIX NocneacTBui. Thbl AaXe He CMOXeLlb AoragaTbCa O
TOM, 4TO choTorpachms, pasmeLleHHas 5 neT Hasag, ctana NPUYMHON OTKasa NPUHATL Teds
Ha paboTy.

KoMmMmeHTapum, pasmelleHne TBonx ootorpadoum n gpyrne A4encTBnua MOryT He UCHE3HYTb
Aake nocre Toro, Kak Tbl MX yaanuib. Tbl HE 3HAELLb, KTO COXPaHWUI 3Ty MHGOPMaLnIo,
nonasna fiv OHa B MOMCKOBbIE CUCTEMbI M COXPaHUMACh NN OHA, a rMaBHoe: YTO NoAyMatoT O
Tebe okpyxawLume ngun, KoTopble HanayT u yBUAAT 3T0. HanTu nHopmaumo MHOro net
CMyCTHA CMOXET 000N - kak n3 gobpbix NOOYXAEHUI, TaK U C HAMEPEHNEM NPUYMHUTD
Bped. OTO MOXET ObITb KTO YyrogHo.

OCHOBHbIe coBeTbl NO 3awmTe LMdpoBOM penyTauumu:

1. MNopgyman, npexae Yyem 4YTO-TO Ny6rMKoBaTh M Nepenasath y cebsa B 6rore unu B
couuarnbHoOn ceTu;

2. B HacTtpowkax npounsa yCcTaHOBM OrpaHNUYeHnst Ha MPOCMOTP TBOEro Npoduns u
€ro CoaepXXMmMoro, caenam ero Tonbko «Ansa Apy3emn»;

3. He paameluan n He ykasbiBan MHpopmaLmMIo, KOTopast MOXeET KOro-nnbo ockopbnatb
nnn obmxaTb,

ABTOpCKOE npaBo

CoBpeMeHHbI€e LLKOMbHUKN - aKTUBHbIE MONb30BaTeNn LMGPOBOro npoctpaHcTea. OgHako
[laneko He BCe 3HaloT, YTO NONb30BaHME MHOMMMM BO3MOXHOCTSMU LIMGOPOBOro Mupa
TpebyeT cobnoaeHus NpaB Ha UHTENNEKTyanbHy0 COBCTBEHHOCTb.

TepMUH «MHTENNekTyanbHas COGCTBEHHOCTb» OTHOCUTCS K pasfvyHbIM TBOPEHMSIM
4enoBeYecKoro yma, HauymHas ¢ HoBbIX M306peTeHMI 1 3HaKkoB, 0603HaYaOLLMX
COGCTBEHHOCTb Ha NPOAYKThI U YCIyry, U 3aKkaH4MBasi KHUramu, poTorpadusamu,
KMHOGOUIbMaMM U My3blkarbHbIMU NPOU3BEAEHUSIMA.

ABTOpCKMe Npaea - 3TO NpaBa Ha UHTENNEKTyanbHYy COGCTBEHHOCTL Ha NPOV3BEeAEHUS
HayKu, nMTepaTypbl 1 UCKyccTBa. ABTOPCKME MNpaBa BbICTyNaloT B KaYeCTBe rapaHTUn Toro,
YTO MHTENEKTYanbHbIN/TBOPYECKUIA TPYA aBTOpa He ByAeT HanpacHbIM, 4acT emy
cnpaBeasivBble BO3MOXHOCTU 3apaboTaTtb Ha pesynibTaTax CBOero Tpyaa, nonyymTb
M3BECTHOCTb M NpusHaHue. HUKkTo 6e3 paspelleHunst aBTopa He MOXET BOCMPOU3BOANTL Ero
npou3BeneHne, pacnpoCcTpaHsaTh, NyGIIMYHO AEMOHCTPUPOBATL, NpoaaBaThb,



MMMNOPTUPOBATb, MNyCKaTb B NPOKaT, I'Iy6J'IVI‘-IHO NCNOSHATb, NOKa3biBaTb/UCNOMHATL B SQ)I/Ipe
nnn pasmMmellaTtb B MHTepHeTe.

Wcnonb3oBaHue «nmMpaTckoro» nporpaMmMHOro obecneyeHmst MoXxeT NPUBECTM K MHOTUM
pucKkaMm: OT NOTepU AaHHbIX K TBOUM akkayHTaM 40 GrOKMPOBKM TBOErO YCTPOUCTBA, rae
yCTaHOBIeHa HeneranbHas nporpamma. He ctouT Takke 3abblBaTb, YTO CYLLECTBYIOT
neranbHble 1 GecnnaTHble NPOrpaMMbl, KOTOPbIE MOXHO HalUTW B CETH.

AKmyanbHasi uHghopMayusi 0 Mepornpusimusix, MPOeKmax u rnpozpaMmmax,
HanpaeJsieHHbIX Ha NnoebluweHue UHhopMayUOHHOU 2paMoOmHocmu oby4arouuxcsi



